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Current State

Broadly, what is the current state of privacy laws, impacting
security?



Presenter
Presentation Notes
(US fed, state, international, GDPR, CPPA, NY-Shield Act, City of Portland, OR) BRENDA
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How do you know which laws
apply to you?

Considerations to think about - integrating privacy into design



Presenter
Presentation Notes
How do you know which laws apply to you?  Considerations to Think About (Privacy by Design):  KATHLEEN
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Adjustments to Security
Work

How have privacy laws impacted your work in security?
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Presentation Notes
Adjustments to Your Work: How have privacy laws impacted your work in security, what adjustments have you had to make?    MIN
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Product Impacts

What are impacts of privacy laws on security products?

What safeguards must manufacturers and providers build into
their products?



Presenter
Presentation Notes
Products: What are impacts of privacy laws on security products?  What precautions must manufacturers and providers build into their products?  (Add examples)  RICK
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Data Responsibility versus
Data Ownership

What considerations exist with data stewardship? Who is
responsible?
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Presentation Notes
Data Responsibility vs. Ownership: Who is responsible for appropriately securing, safeguarding the data - what considerations exist with data stewardship?  BRENDA / MIN / RICK
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Data Categories and
Masking Data

What Kkind of data is considered personal data versus sensitive
data. What privacy enhancing technologies (PET) exist to mask
data?
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Presentation Notes
Data Categories:  Personal vs. Sensitive data vs. Aggregation of data (predictions based on ‘metadata,’ demographics, etc.)  vs. Location data.  Privacy Enhancing Technology (PET):  (High level) – what PET capabilities exist to mask data?  Also GDPR – data cannot be reverse engineered to locate the individual.   BRENDA / KATHLEEN
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Overall Impact

Can privacy laws work to minimize risk and enhance security?
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Presentation Notes
Overall Impact: Can privacy laws work to diminish security?  (Add examples)  RICK
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Client Requests

What are you hearing from your clients and customers?
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Presentation Notes
What do you hear from your Clients / Customers:  What privacy items do you heard requested from your clients?  MIN/RICK
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Future Trends

What trends do you see in the future?
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Presentation Notes
Future Trends: What trends do you see in the future? ALL
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Additional Resources

Future of Privacy Forum

FTC - Protecting Consumer Privacy
and Security

GDPR - What is it?

International Association of Privacy
Professionals

Security Industry Association
NIST

https://fpf.org/

https://www.ftc.gov/nhews-

events/media-resources/protecting- 4

consumer-privacy-security ~
https://gdpr.eu/what-is-gdpr/ /\
https://iapp.org/

/

https://www.secufityind ustrv.oiré

https://www.hist.gov/privac
framework |

e —

|
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Presentation Notes
Future Trends: What trends do you see in the future? ALL  (Add GDPR, US Laws). 

https://fpf.org/
https://www.ftc.gov/news-events/media-resources/protecting-consumer-privacy-security
https://gdpr.eu/what-is-gdpr/
https://urldefense.com/v3/__https:/iapp.org/__;!!B5cixuoO7ltTeg!V_4z9ONf3-4H1RlmEOk5qknzYPM_uidRBZu6rbi8dinp3zs9VDb9APA0dUMP_fAzsyk$
https://urldefense.com/v3/__https:/www.securityindustry.org/__;!!B5cixuoO7ltTeg!V_4z9ONf3-4H1RlmEOk5qknzYPM_uidRBZu6rbi8dinp3zs9VDb9APA0dUMP5VXE2Xk$
https://urldefense.com/v3/__https:/www.nist.gov/privacy-framework__;!!B5cixuoO7ltTeg!V_4z9ONf3-4H1RlmEOk5qknzYPM_uidRBZu6rbi8dinp3zs9VDb9APA0dUMPVjumI9s$
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