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Identification, Authentication, 
Authorization

• Steps in the access control process

• Who you are?

• What are you allowed to do?

• Levels of assurance (trust) 

• Going to look at primarily the first two (identification 
and authentication)
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What is secure identity?
• Something you would trust because of …

• Identity assurance (IAL) 
• Authentication assurance (AAL)
• Identifier uniqueness and control
• Strength of credentials/tokens 
• Binding entities and credentials (IAL and AAL)
• Ability to control identity and credential lifecycle (customer 

and individuals)
• What does a specification include?



How do you specify a secure 
identity?

NIST 
2017



How do you specify a secure 
identity?

• Need to narrow the 
question.

• Leverage existing 
specifications and 
standards.

• Look to supply chain 
and industry for best 
in class and 
practice.

Secure 
Identity

Population of 
people and 

devices for an 
identity/ 
identifier

Establish the use 
cases
•Supply chain and 

customers
•Digital and 

physical

Physical 
Security
•Credentials
•Readers
•Controllers
•Cameras and 
other IP devices
•Network
•Servers and 
Storage
•OnPrem
•In Cloud



Identity Assurance

• Sponsor/Application (HR policy)
• Background Check (Identity, Qualifications, Disqualifications)
• Breeder Documents

• I9 or equivalent typically
• Enrollment

• “Registration Authority”
• Issuance (Identifier)



Identifier and Authentication Assurance
• Uniqueness

• Namespace
• Constraints (128 bits?)
• Collisions (Corporate 1000… redux)

• Multiple Identifiers
• Global (GUID, UUID)
• Application
• Credential (Certificate, Private Key)
• Keys (Base Key, Symmetric, Asymmetric)



Identifier and Authentication Assurance
• Modern standards-based cryptography

• Symmetric
• Asymmetric

• Strongest practical key protection 
• Hardware based secure element
• Root key(s) and key management 

• Strong binding of the keys (and certificates) 
to people of a given identity assurance.



Component Cards Mobile Readers -
Peripheral Devices

Controllers, 
Cameras, IP 
Intercom, etc.

Switches Servers and 
Workstations

Standards -
Requirements

Modern 
Standards Based 
Cryptography
• AES 128-256
• ECC (note: 

ECC 
varieties)

• RSA 2048 
(dependent 
on 
processing 
speed)

• Bluetooth 
Low 
Energy vs. 
NFC

• Approved 
App

• Multi-
Factor

• Trusted 
platform

Strong Device 
Credential 
Authentication and 
Secure  Bi-Directional 
Communications
• TLS 1.2/3 for IP 

devices
• Secure OSDP 

profile
• Supports OSDP  

File Transfer

Secure Device 
Authentication 
and Secure 
Communication
• TLS 1.2/3
• Secure 

OSDP 
profile

• Supports 
OSDP  File 
Transfer

Secure Device 
Authentication 
and Secure 
Communication
• TLS 1.2/3

Secure Device 
Authentication 
and Secure 
Communication
• TLS 1.2/3

Leverage other 
IT Security and 
Privacy 
Standards

Copyright (c) IDmachines 2017-2020 all rights reserved, for  
free reuse with Attribution, Creative Commons, contact 
Eidola@idmachines.com

Baseline Requirements

mailto:Eidola@idmachines.com


Logical vs. Physical
• Physical access and accessing web pages are 

different.
• Convergence is only partially here.
• Multifactor Authentication (MFA, 2FA)

• Web and logical access “tokens”
• PKI or FIDO (asymmetric keys)
• OAuth and OpenID Connect (JOSE)
• Username and Password
• Biometrics
• Adaptive



What about biometrics?

• Existing law in IL, LA, TX, MA, CA, WA, OR, NY and 
municipalities (e.g. facial recognition bans).

• Not the same as privacy laws which also require 
important consideration.

• OSDP Biometric Profile (Secure Channel)
• Introduces requirements for managing 

identity/privacy assurance risks, vs. 
authentication/security risk.

• Encryption in motion and at rest, and other controls



Mobile drivers license (something 
new..) 

• Opportunity to combine strong IAL and AAL.
• ISO Standard
• Could include biometric information?
• Introduces 3rd party identity providers (FAL)



References and Links
• NIST Digital Identity Guideline SP-800-63-3, A,B, C, 4
• NIST Frameworks

• SP 800-53 Security and Privacy Controls
• Cybersecurity Framework
• Privacy Framework

• NIST INCITS Standardized Biometric Data
• NIST Post Quantum Crypto
• European Data Protection Board Processing of personal 

data through video device.
• Mobile Drivers License ISO/IEC DIS 18013-5

https://pages.nist.gov/800-63-3/
https://nvd.nist.gov/800-53
https://www.nist.gov/cyberframework
https://www.nist.gov/privacy-framework
https://www.nist.gov/itl/iad/image-group/resources/incits-standardized-biometric-data
https://csrc.nist.gov/Projects/post-quantum-cryptography/post-quantum-cryptography-standardization
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-32019-processing-personal-data-through-video_en
https://www.iso.org/standard/69084.html
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